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CISO
A job in search of a
description

CISO Cloud Community
Working Group

“CISO Responsibilities Matrix”
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EXECUTIVE SUMMARY

The massive increase of cyber-attacks volume and complexity accelerated by various and recent global
events and new pressures coming from authorities and regulations are pushing organizations to discover
and establish a CISO role to build and oversee appropriate Information Security Management Systems.
Italian organizations are aligned to this trend, also encouraged by the setup of the Italian National Agency
for Cybersecurity (ACN) in 2021 that aims to protect the national cyberspace, to sustain the digital
development of the country, and to promote public-private initiatives to strengthen the national
cybersecurity and resilience posture.

In this context, the growth and the evolution of the CISO role is being as fast as it is not clearly outlined.

Just 20 years ago “cybersecurity” simply did not exist as a word.

It was referred to as “IT Security”, that later became “Information Security” and just a few years ago
experts and newspapers started to use the term “cybersecurity”. In the same way, people responsible for
cybersecurity in the early 2000 had an “IT Security manager” job title that later became “Information
Security manager”, recently called “cybersecurity manager” and often including other buzzwords such as
“resilience”.

While technology and cyber were growing and started to be perceived as a business value by companies,
cybersecurity professionals were getting more and more important in the organizations. That is why, a
few years ago, a C-level cyber position has begun to gain a foothold in the market.
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However, differences in the core businesses, sizes and culture of companies lead to a very fragmented
situation when trying to understand where the CISO and its cybersecurity function sit in the
organizations.

Am | asking for too much budget to execute the cyber strategy?
Am | paid in line with the market?

Am | asking too many people for my team?

Should my role include more or less responsibilities?

These are just a few of the questions that many CISOs and companies are trying to answer and that
prompted the CISO Cloud Committee of CSA Italy to start the CISO Responsibilities Matrix (CISORM)
project.
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CISO RESPONSIBILITIES MATRIX (CISORM) PROJECT

The CISO Cloud Committee is a community founded in 2020 and composed of over 40 Italian CISOs as a
permanent roundtable to share information and experience among.

The CISORM project started framework one year ago with the aim to provide CISOs with a tool to assess,
represent and benchmark her/his role.

The methodology considers the role context (industry, size, salary, etc..) and different relevant factors
(responsibilities, skill levels and impact effectiveness) for each Information Security domain.

CISO Cloud Committee members have been invited to complete
the online survey and anonymously share the following data:

SURVEY ClsoM - CIS0 Responsbities Matrix (2022)

* Reuined

General Info

1. Current job title *

® Role context information - Company Industry and Size,

asa

Salary, Contractual Grade, Years of experience, Team Size, ot e
Annual Budget, etc. S
e RACI* Role responsibilities - for each Information Security ——
domain (8) and sub-domain (45)
e Role Impact Effectiveness - a synthetic and qualitative FU—
personal judgment to represent with a score if the CISO is -
operating effectively with the ability to influence and reach e
his/her objectives STT—
e Personal degree of expertise - according to the organization e
needs and expectations e

CISO Cloud

CSA

DOMAINS RESPONSIBILTES MPACT SKILLLEVEL
EFFECTVENE:
NOT

ISBL CONSULTE INFORMED  NOT Is he Domain  Please indicate

All surveyed can download ' e o S
the CISO Responsibility i - aous e owsDERTTON E";x'lm; i T % e
Matrix worksheet to o _—
privately track and store the
responses and make
whatever analysis and | —
reporting needed for her/his |

benefits.

CisoRM

Moreover, once filled, the worksheet automatically calculates "My CISO Footprint" that the CISO can use
to benchmark the positioning and variations of her/his role over time.

My CISO Footprint

SHILLLEVEL* (A + R+ C+1)* IMPACT EFFECTIVENESS

Governance InRiatives
| 5%
160 [180 [160 [180 160160 36 [ 18 | 0

Strategy, Leadershlp and o0 e business  Risk nd Control | Lagaiand Compliance [ ISSsRg e - | I

% | 8% | 2% | % | 10% | 1% |
[® 242424 [24[24 |18 |56 [24[24 [12| & [0 [24 121818 18|12 ]| 0 |24 [24 [ 18 [12 [ 8 [0 |12 [18 |8 |48 |24 4 [27 |18 | 18 ] 42 |
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The CISO Responsibilities Matrix (CisoRM) can help a CISO to

\J
/L

N ] ih,

Assess Present Enable discussions Benchmark Monitor & improve

Assess the role and Present views on the Enable discussions on Benchmark of the Monitor and improve
identify actions to improve current and evolving CISO weaknesses and factors of positioning and variations her/his career

and plan initiatives on role, increasing the concern, providing a level over time and across development journey.
skills, processes, awareness on the role of detail and deep dive to organizations of the role,

organization, governance importance to relevant enable decision making responsibilities, skills.

and operating models for organizations and to focus on significant

the various Information stakeholders. matters at the

Security domains. organization level.

and will help the CISOs community to gain a better understanding of the role. Infact, the CISORM
Workingroup anonymously collected the responses from a first CISOs sample through the Online Survey
and started performing an initial data analysis and reporting.

INITIAL RESULTS & HIGHLIGHTS

I I Industry #
Companies Typology Eemale Financial/Fintech 7
| prefer not to answer 3939 Manufacturmg 3
6,25%
° Energy & Utilities 3
3 2 Global Technology 3
Food & Beverage 2 HeadCount  #
Interviewed & Transport 2 >9000 9
< National only .. Aerospace 7 1001-9000 17
S Construction 1 5011000 00000001
Consumer retail 1 101500 000 3
Regional (i.e. E... . Media/ Advertising 1 <100
3 8 9 Government 1
male 90,63% Infrastructure 1
Total Years of experie... o 1o Government/PA 1
Quantity Other 1

Due to the limited size of this first sample, at this stage this data should not be seen as a market reference
benchmark. For the same reason, broad clusters and categories have been aggregated to provide
summary averages and statistics.

CSA Italy cannot guarantee the accuracy and completeness of the information collected from surveyed or
eliminate the possibility of anomalies, therefore CSA Italy accepts no liability whatsoever for any loss or
damage caused by use of or reliance on this information.
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EDUCATION

Tisax
PMP 1,69% —, 169%

n/a 1,69%
IT Department 1,69%
1SO 22301 1,69%
European ... 1,69%

150 27001 28,81%

. EPT 1,69%
High School EC Council 1,69%
9,38%
ITIL 5,08%
ﬂaiéig University SANS 6,78%
i 56,25%
CSA847% ISACA 16,95%

(15C)2 11,86%

The distribution of certifications obtained shows an evident
percentage in favor of 1IS027001, followed by ISACA and (ISC)?

Certifications by years in the rale

Certifications obtained by the
CISOs sample vary according to
the years spent in the role.
ISACA, I1SO and (ISC)2

II | |II I I certifications are common
| i . : l : l-I 2 -I.lllll g Illl.ll. - l . l under three 3 years of

Guantity

experience.

Certifications

ECONOMICS

Budget allocated for cybersecurity shows a growing trend based on companies’ size (Revenue and

Headcount).
= o 0 0 @
| @ o o - o o [+ ]
G - 00000 O
.l @ o v Q@ o o
" o . o
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Budget Budget
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Average CISOs salary increases with years of experience in the security field.

110K

100K

80K 80K

70K

70K

36 7-10
Years of experience in security

Average salary by obtained certification

m“ IIIIII IIHI
’»- III II

REPORTING LINE, JOB TITLE & CONTRACT

20

14K

Overall Average Salary

96K

€uro per year

11-15 >15

An increase of the salary based on education level
has been recorded: CISOs with a higher education
receive a 60% higher salary

Most of the CISOs sample reports to the
ClIO, following at a great distance the COO
and other functions.

______________________________________



o8 A

Italy
LCIM

Job Title #
CISO 24
Head of Cyber Security
IT Security Manager
Head of IT Security
Operation Manager
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More than half of the sample does not
have an executive contract level.
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RESPONSIBILITIES

Almost all CISOs surveyed is influencing the 8 security domains, with more focus on strategy and

technology.

9.4% of the surveyed CISOs are not involved in new applications design and in M&A initiatives. The
involvement of the CISO at the initial stages of new initiatives is crucial to identify, assess, and manage the
potential risks that pose to the organization and its business.

Moreover, on a metric based on 5 points:

- CISOs feel less effective (rating around 3) on the “Securing new initiatives”, “Securing supply
chain” and “Securing the business” domains.

- CISOs feel to be more effective on “Security Operations” (3.73) and “Strategy, Leadership and

Governance” (3.59) domains.

M ACCOUNTABLE - Person who is ultimately accountable and has Yes/No/Veto

W RESPONSIBLE - Person who performs an activity or does the work

Strategy, Leadership and Governance

Information Security governane body Terms of
Reference Ensuring relevance of cantent Member.

Organisation design Operating model Roles &
Responsibilities Org design Team cohesion Org

Strategy and business alignment Maturity
assessments & Benchmarking Security strategy

Metrics and reporting Operational & Exec metrics
Key Risk Indicators Validation of metric effectiveness

Stakeholders relationships Alignment with corporate
strategy Updates: leadership & staff Conflict

Finance Business case & ROI Alignment with wider
portfolio Budgeting & tracking

g

M CONSULTED - Person that needs to feedback and contribute to the activity

W INFORMED - Person that needs to know of the decision or action

Securing the business

On-boarding and termination Staff Business
Partners / Clients Suppliers

Securing new business initiatives Identification of
new initiatives Engagement with new intiatives

Business continuity planning Security of BC Plans
Cyber attack scenario planning

Employee behaviour Employee awareness /risk
culture: Awareness & training Phishing simulation.

Mergers and acquisitions Risk management
before.during & after acquisition Integration of

100%

Risk management framework Contral framewerks: Compliance assurance Extemal assurance: ISAE3402 /
COSO/SOX  Cobit 1SO27000  NIST, FAIR, CI. SSAE18 / SOC1/SOC2 Intemal assurance:  Internal...
Cyber risk insurance Broker & underwriter ly-imp: i i
engagement Incident readiness assessments Covere NIST/FISMAA / HIPAA /HITECH China CSL PCI Sarbane.
Risk assessment, treatment and acceptance Risk E-Discovery and legal hold Preparation of data
assessment plan Risk ownership & gavemance Risk.. repositoriesfor e-discovery Enforeement of Legal Hol
Continuous improvement Security health checks: Internal compliance requirements Security policies
Testing Tech risk landscape  Remediation. & standards Project NFRS Publication & awareness

100% 0% 100%.

Data retention and destruction Destruction Data
retention policies Retention schedules Enforcement...

100% 0%

7’

M NOT INVOLVED

W NOT APPLICABLE - The sub-domain is not applicable to my organization

100%

100%
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Securing supply chain Securing new initiatives

Pre-contract due diligence Self-assessment Audits
Independent assurance

Pre-contract due diligence Self-assessment Audits
Independent assurance
Contracts New contracts Contract renewals

Contracts New contracts Contract renewals

Reviews and assurance Self-assessment Audits: Right
to Audit & remediation Independent assurance

Reviews and assurance Self-assessment Audits: Right
to Audit & remediation Independent assurance

?II
?.II

100% 100% 100% 100%
Infrastructure and Server OS security Servic _ SOC Design - Outsourced /MSSP / Co-Sourced
Continuity & Disaster Recovery Har Knowledge transfer Resource commitments Metrics
Application Security Da — SOC Design - In-House Recruitment Development
Information ownership & retention & promotion Knowledge retentionTeam &
Identity and access Credential & _ Threat management Alerting frc
nanagement: Pa analysis, correlation, SIEM Netflow analysis Open.
Network Security DDOS protection Firewalls, DS, PS _ Vulnerabillty management dentification: Scoping &
Secure remote access Proxy/Content Filtering Secure. Asset discovery Supplier liability & operational risk o
BYOD Security Policy conside Commerciat _ 50C operations SOC Procedures & Runbooks Metrics
opportunities Personal da cy HR, financial & t & KP| reporting SOC/NOC/Svc Desk integration...
Innovation - Exploiting and emerging tech Al, ML Security platform operations Platform lack down.
& Robotics Crypto currencies Bluckchain SG Drones operations & monitoring Technology upgrades
Cloud Security Saas Strateqy Govemance &
compliance enforcement Cloud specific DR & BCP,

" " 0

Data Security Data & process mapping Data analytics _ 100% 0% 10o%
security Encryption & masking:  PKI Encryption at.
Email Security Anti-Spam contro o & _
mpersonation protections Email e v
Endpoint Security Hardening Pat
updates HIPS/EDR Securkty monite
10T / Operational technology security 10T Risks
Connected office devices Connected medical devices
Physical security Landlord services Physical access
contral & manitoring Intrusion detection & respons.

100%

WHAT’S NEXT

The CISO responsibility matrix (CISORM) is quite young and the roadmap for the next coming months is
ambitious: becoming the barometer for the CISOs community around the topic of “what does it mean to
be a CISO today”.

The framework allows users to share a common approach to the role, based on the different data and
benchmarks available, helping also the CISO to monitor and track the self-evaluation regarding her/his
career development plan, in terms of responsibilities and skills through the footprint tool.

Some hints for the next steps of the methodology:
Encourage other CISOs to participate to the CISORM initiatives to increase the sample and
gain elements from different companies and sectors
Promote the usage of CISORM as a periodic self-assessment for CISOs, to track the own
progresses and changes in their role and context.
Continue to improve the methodology also considering this first analysis exercise and
feedback received by surveyed CISOs through the “feedback submission” function.
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