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Accelerate your
Cloud-Driven
Transformation

Antonio Forzieri
EMEA Cyber Security Specialization and Advisory

Splunk S turn data into doing
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What does
Digital

Transformation
Mean to YOU?




Cloud is here to stay

Enterprise Cloud Adoption Continues to Accelerate - Present & Projected

Cloud Multi-Cloud Cloud Services Cloud Cloud
Market Strategy & Security Teams Spend
. @
2023 Present Present Present Present

50% of Enterprises

(Source: Forbes, Flexera, Blog)



https://www.forbes.com/sites/louiscolumbus/2018/01/07/83-of-enterprise-workloads-will-be-in-the-cloud-by-2020/
https://media.flexera.com/documents/rightscale-2019-state-of-the-cloud-report-from-flexera.pdf?elqTrackId=372b6798c7294392833def6ec8f62c5c&elqaid=4588&elqat=2&_ga=2.75255952.381106268.1556868633-1445624021.1556868633
https://hostingtribunal.com/blog/cloud-adoption-statistics/

Improved
Reliability

Performance
Optimization

Cost Savings

Benefits of
Multi-Cloud
Adoption

Disrupt the
Market

Scalability

Source: Flexera 2020 State of the Cloud Report


https://info.flexera.com/SLO-CM-REPORT-State-of-the-Cloud-2020?utm_source=Blog&utm_medium=Blog&utm_campaign=Computing%20Trends&id=Computing-Trends-Blog

Knowledge Cloud

C h I I Gap Surface
VS
a e n g eS Increased Perimeter
Unknowns Security

of Cloud
Security
& Operations

V4444

Compliance &
Governance

Confused

Visibility
Responsibility

Cloud
Inventory

Provider

Standards &
Vulnerabilities

Expanded
Attack
Surfaces

Unknown
Infrastructure




2021
Global Tech
Outlook

The Drive & Priorities

84%

Actively Pursuing
Digital Transformation

45%

Security is Top Priority

Reference — RedHat 2021 Global Tech Outlook Report — Interviewed from 1470 Leaders

Top Challenges

27%

Integration Issues are
Top barriers.

26%

Security is Top
barriers.

©2021 SPLUNK INC.

The Human Touch

30%

Need to improve
Collaboration

27%

Need to Transform
Culture

Splunk > turn data into doing’
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Cloud is a Critical Enabler of Transformation
but Increases Complexity

Retain & Optimize

Tightly Coupled Apps,
Slow Deployment Cycles

Lift & Shift
Primarily Cloud laaS

Re-Factor

More Modular, Dependent
App Components

Re-Architect

Loosely Coupled Microservices,
Serverless Functions

More data centers to
monitor and secure

@ More data across an
expanded attack surface

Q More complexity and
unpredictability

Phase 4 More frequent releases
and risk

Splunk > turn data into doing’
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Parallelized Cloud Transformation
Cloud Security shifts at different speeds
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Modern SOC Transformation

i Agile Security for New Technologies and
Re-Factor Devops (CI/CD)

Decoupling
Security will be
Mandatory
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Multi-Cloud Attack Surface

DevOps (CI/CD Pipeline), Multiple teams using
multiple cloud services, faster releases, protecting

code
Retain &
Optimize ew & Expanding Attack Surface
Bringing together multi-cloud, IAAS, protecting a
o izt few instances, storage, open S3 bucks, attack
rganizations tacti
start & developat___, l acties

various stages .
J Understand Security Demands

Digital Transformation & Business
Stakeholders, hybrid, a few virtual machines splunk > turn data into doing’



Operationalize S5 1{14Y

s hybrid-cloud environments Monitor, investigate and

detect vulnerabilities &
misconfigurations across
cloud environments

Development

Management

dWS
N ~) Storage Networks

Lift & Shift » =
AAzure l Visualize and analyze

multi-cloud threat surfaces
Internal Services |

and vulnerabilities
Google Cloud

Establish & enhance tools
Security Databases for cloud auditing across

e Compute multiple cloud providers
N-Fremises
Hybrid

Splunk > turn data into doing’



Splunk for Hybr [sEe4[e]1]e

-cloud & hybrid environments

Development

Management

dWS
Storage Networks

Lift & Shift »

AAzure

Internal Services |

Google Cloud

Security Databases

. |
elile on- [ —oo00'

Premises

Compute

( 000

Reduce
Cost

Increase

Agility

7~~~

Mitigate

Risk

e




© 2021 SPLUNK INC.

DeepDive for Multi-Cloud Security Monitoring

Splunk Expert-Led Session
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Build and
strengthen a oo

. . OCP theces P cheths BNS (Pecey ANS (hecn Anse Ok ADURE Oce
u n Ifl e d c I o u d - o - - o -
A
Cotogory et M oeden

security posture

Operationalize data across
multi-cloud environments

* Proactively monitor, investigate and
detect threats and misconfigurations
across cloud environments

» Bring cloud security data together
for better visibility and faster
response

» Comprehensive security with
enhanced auditing, visualization and
analytics

Splunk > turn data into doing’
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What we hear from customers

CONFUSION: | have no clear understanding where | should start.

PLANNING: I'm not sure | can build a roadmap to mature my SOC.
SPEED: Deploying a SIEM is very complex and takes a lot of time.
BUDGET: | don’'t have enough money to monitor my infrastructure.

VALUE: I'm not sure | can easily show value to my boss.

Splunk > turn data into doing’
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ATT&CK"

Splunk > turn data into doing



All models are wrong, but some are
useful.

] |
(,-z'l*’:f.i&' ((l [) ‘r},ffl'
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MITRE ATT&CK: your friendly

Exfiltration and Encryption are only the last stages
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Where should we start from?

TOP 10 Ransomware groups techniques

Ransomware

damran

Enterprise
ATT&CK v10
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How can Splunk help me with this?

Splunk > turn data into doing



How can Splunk ES help me?

Securty Comtent
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LA TH B S S gty Oy DS or IPS [2 matche

In order to enable these out-of-the-box rules these data sources are required:

* Endpoint Detection and Response (Crowdstrike/Sysmon/Osquery...)

Windows Workstation and Server logs (Windows Event Security, Audit Trail, User Activity)

Network devices (Firewalls and IDS)
 DNS lagend
EMAIL * 28 46 64 82 10 e
Cloud
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Which process can we embrace ?

Can | cover
additional
detection with
these data
sources?

Identify data
sources for

|dentify actors Identify

targeting your detections

for each each

detection

vertical technique

Onboard
data for
high touch

Continue
with low
touch
techniques

|dentify Create a
techniques techniques
used heatmaps

techniques
first

Splunk > turn data into doing’



Risk-Based Alerting

Event Timeline
Splunk Enterprise Security 6.6

e Quickly identify timelines around
contributing Risk Events

e Comprehensive view of overall threat
activity combined into a single risk-
based event.

e |mproved visibility between risk objects,
risk attributions, threat objects and the
timeline of detection

e Reduce MTTD and shorten MTTR SOC
metrics

© 2021 SPLUNK INC.
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Information on this page is provided to the <INSERT CUSTOMER NAME HERE> under the Trade Secrets Act (18 USC 1905) and other federal law and regulations and is proprietary to Splunk.
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Thank you

Splunk > turn data into doing’



